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Abstract
The costs of insecurity are growing rapidly, undermining the bene�ts of technological advances.  In this 
talk, I will review several underlying trends and their implications for the future.  Using my work on the 
Spectre vulnerability as example, I will explore how computer architectures and hardware 
implementations are particularly important, both as a source of risk and as an opportunity to implement 
e�ective security solutions.
To address these challenges, designers will increasingly need to address messy real-world problems, 
such as side channels and fault attacks.  Likewise, security models need to re�ect realistic assumptions 
about the fallibility of the humans who architect, implement, test, and administer systems.  The cultural 
challenges ahead may be even more di�cult than the technical ones, since today's companies and 
engineering leadership developed in an era where security was insigni�cant compared to the economic 
importance of performance gains.  As a result, the transition to an environment where security risks 
dominate creates both major challenges and opportunities.
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