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Abstract

With the rapidly development of the Internet, the
Intranet topologies of enterprises are getting more and
more complicated and distributed, and therefore the
security problem of the Intranet is gradually valued.
Enterprises usually deploy firewalls to defense the outside
attacks, however novel viruses and Trojans use the tunnel
techniques to communicate with outside machines via the
valid ports, and this attacks can pass the firewall to make
the Intranet easy to be attacked. Besides, attacks from the
inner enterprise members also break the Intranet security.
On the other hand, document access and sharing is the
primary behavior in each enterprise, and relates to the
operation and development of enterprise. It is an important
issue to ensure the document security and prevent any
possible attacks from the Internet or Intranet. This paper
focuses on the document security in the enterprise Intranet,
and proposed one security architecture which combines the
distributed firewall technology for filtering and control
packets, and the proxy server for application level access
control. Besides, the proposed architecture also applies the
Secure Socket Layer (SSL) and Virtual Private Network
(VPN) technique to secure the connection, and controls the
network behavior according to different user applications in
order to build a multi-level secure document access
mechanism.

Keywords: firewall, distributed firewall, proxy, document
access, network security.
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